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Abstract 
Patient’s medical records are needed for accurate diagnoses and treatment of the patients. It ensures 

comprehensiveness accessibility to patient's records by authorized and authenticated medical personnel 

whenever it is required. The existing manual system of management of medical records at the Federal Polytechnic 

(FEDPOLEL), Ile Oluji, is associated with problems such as; delay in retrieval of patient’s record, duplication of 

patient’s, lack of security and privacy for the patient's records as well as lack of effective backup of medical records. 

The project aimed to develop a secured and Web-Based Health Information System (HIS). A secured Web-based 

HIS will overcome the fragmentation of the healthcare system, enable secured methods of sharing patient 

information among authorized and authenticated users for the diagnoses and treatment of patients. The proposed 

HIS implements a Multilayers security techniques such as Firewall, IDS, authentication and access control, and a 

regular backup of patient's information for the security of patient’s records and preservation of the privacy of their 

confidential information. This work also addresses the protection of patient’s medical records against theft, 

corruption, hostage, and unauthorized disclosure. C# programming language, HTML, CSS, Javascript, and PHP as 

the Scripting languages and MySQL as the database engine, were used to implement the proposed system. The 

system grants different access privileges to different users based on their exclusive roles in the clinic. The system's 

deployment shows efficiency in storing, retrieving, and protecting patient medical records. It also shows great 

improvement in the Federal Polytechnic, Ile Oluji Clinic's services delivery. 
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Introduction 

Information technology (IT) has revolutionized the 

way business is being carried out. Many organizations 

relied on information systems for their operations. 

Banks, hospitals, supermarkets make use of information 

for efficient delivery of their services. IT has been 

utilized to plan, decision-making, monitor, and manage 

health systems [1]. 

Quality medical care delivery can only be guaranteed 

if the patient's records are accurate, comprehensive, and 

accessible to all parties that required it to treat patients 

[10]. The existing manual method of recoding, 

accessing and processing of patients medical record 

being implemented at Federal Polytechnic, Ile Oluji 

(FEDEPOEL) raise many challenges such as; omission 

of patient's information, duplication, and misplacement 

of patient’s records, lack of backup of patients records, 

non-accessible of patients records by all parties that 

need them at the same time. 

Information systems for clinical decision-making 

dating back to the 1960s have been found to reduce 

medical errors in the healthcare industry [2]. Health 

Information System (HIS) is an IT system that provides 

various solutions in health management. It has been 

used to collect, process, store, and transfer health and 

patient's medical information among medical expect for 

the diagnoses and treatment of patients. Patient 

information is needed for planning, decision making, 

and the provision of quality health service. HIS is a set 

of hardware, software, and procedural guidelines for 

preventive and curative health management [3]. It 

manages aspects of healthcare, such as clinical, 

administrative, and finance [4]. A Web-based health 

Information system is computer programs accessed over 

the internet using a web browser [5]. It enables detailed 

patient medical information sharing and management of 

all activities being carried out on the patients. A secured 

web-based health Information system is a healthcare 

application that protects the patient's sensitive 

information during and after the patient's interaction 

with various healthcare providers to obtain quick 

healthcare services. It enables patients' information 

sharing and coordinates admission, diagnosis, treatment, 
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and discharge of patients. A health information system 

is a digital version of a patient's case note that stores 

data about current and past diagnoses, treatments, test 

results, diagnoses images, and other patient medical 

information. HIS enable each patient to have access to 

information about their health status [2]. The provision 

of accurate and timely information required by the 

health policymakers and medical personnel to make an 

effective evidence-informed decision is one of every 

HIS goals [7]. Patient’s medical records must be 

checked to ensure their overall quality, correctness, and 

relevance before storing them in the HIS [6]. Useful 

information extracted from the patient's medical records 

is needed for health planning [8]. 

The design of HIS must be user-friendly and cost-

effective. Usability requirement is critical in the design of 

the HIS. The usability should include; Effectiveness, 

which measures how well users get their job done 

accurately and completely. Efficiency measures the HIS 

productivity in terms of the duration required to perform 

a given task, and finally, Satisfaction, which is the degree 

to which users like the HIS. Apart from tracking patient 

treatment history, access to medical profiles of patients, 

other benefits of HIS includes [9].; 

a) Improves the accuracy of cares given to the 

patients 

b) Increase service timeliness 

c) Improves service delivery and capacity 

d) Enforce patients’ privacy and security 

e) Reduce the cost of personnel and inventory levels, 

f) Reduce operational cost 

g) Increase the quality of care given to the patient 

The manual method is presently being used to 

manage both staff and students' medical records at the 

Federal Polytechnic (FEDPOLEL) ile oluji health clinic. 

The drawbacks of the manual method highlighted in 

[10] motivated developing a secured and web-based 

HIS for FEDEPOLEL. 

The proposed system will incorporate all the HIS 

benefits highlighted in [9]. The HIS will be accessible from 

any place that has an internet connection. It will secure 

patients' medical records against theft, corruption, preserve 

patient's privacy and improve the clinicians' efficiency in 

the discharge of their duties. 

Related Works 

A high percentage of government and private health 

facilities in Nigeria still use conventional manual filing 

systems to store their daily activities and manage 

patients' records. There is a high risk of information loss 

associated with this style of information management. 

As technology advances, efficient record keeping is 

important in this current digital age. Adopting 

Information and Communication Technology (ICT) in 

healthcare management can help healthcare industry 

stakeholders improve their service delivery drastically. 

The information age redefines the healthcare system 

[11] and establishes a robust relationship between 

patients and medical officers [12]. For instance, the 

World Wide Web as a platform has made it easy for the 

public to access health information [13]. The potential 

to improve patient care through better compliance with 

standardized guidelines, clinical decision support, and 

other measures is promising. Even in countries that lack 

human expertise and financial resources [14], the Health 

Information System will improve data quality and 

efficiency management of patients [15]. The rapid 

growth in the information age is the backbone of the 

transition from the manual system to the electronic 

system of medical records management [16]. 

Health facilities that deploy ICT in their operations 

have their services easily accessible by the public with a 

feedback mechanism that captures their patients' 

opinions [17], [18]. The work in [19] develops a web-

based electronic medical record-keeping system in 

Vietnam. The system interfaces medical equipment for 

the acquisition of medical data. The medical records are 

accessible to hospital medical staff and patients to make 

the healthcare system more efficient. Protection of 

medical records was not incorporated into the design of 

this system. 

Authors in [20] reported the importance of 

developing a healthcare system that aids medical 

practitioners to provide quality service, the security of 

patient data, supervision, and data management. [21] 

Highlighted the benefits of Information Technology (IT) 

initiatives in primary health care in developing 

countries. HIS reduces cost and improves productivity 

in the management of patients’ information. Detailed, 

comprehensive, and precise medical records empower 

healthcare professionals such as doctors and nurses to 

treat patients to the best of their ability and capability. It 

guarantees a high level of control and security of the 

data [22]. Every iota of data is very important to 

healthcare professionals because all accumulated 

information can contribute to every patient's proper 

health management in any health facility. 

There has been a massive wave on using IT and its 

component in transiting any existing health data to a 

comprehensive community health information system 

for wider coverage and improved service delivery [23], 

[24]. The application of information systems and its 

component into primary health care has unlocked the 

potentials of providing unified, cohesive, and 

harmonized health care, which improves the quality of 

healthcare services and duly increased attention on the 
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healthcare user [25]. 

The study in [26] assisted medical practitioners in 

discharging their duties quickly and accurately, and it 

provides fast retrieval and processing of the stored 

patient's records. [27] carried out a study on assessing 

health management information systems in primary 

healthcare centers in Edo State, Nigeria, and reported 

that most health personnel positively impacted by the 

system. Non-adoption of HIS could lead to 

misdiagnosis, mix-up of laboratory and medical report 

as well as mismanagement of patient [28], [29] 

Protection of the patient’s confidential information 

against theft, hostage, unauthorized access, use, 

disclosure, disruption, modification, or destruction is 

very important in designing and implementing a HIS. 

Information security aims to keep the privacy of the 

patient and medical records. Privacy challenges have 

been a major barrier to the deployment of HIS [30]. 

Encryption techniques are a widely used method of 

securing medical information [31]. Encryption 

techniques use algorithms to converts medical 

information into a difficult unreadable form to an 

unauthorized user. Decryption's keys, which are only 

known to the authorized users, are required to converts 

the medical information into a readable form. 

Design Methodology 

System design involves defining the architecture, 

components, modules, interfaces, and data for a system 

to satisfy predefined requirements. The purpose of the 

design phase is to plan a solution for the specifically 

identified problem. It identifies the modules relevant to 

the system, the specification of those modules, and how 

they interact to produce results. The configuration of the 

web-based application is performed based on the multi-

tiered services. The architecture of the model consists of 

the following: 

a. Web client, i. e., the first tier, facilitates a standard 

user interface that allows the user to retrieve 

information (in the form of HTML/XML pages) or 

activate applications (HTML/XML page fields). 

b. Web server, i. e., the second tier, processes and 

redirects user requests, gather results, and sends 

them to the client in HTML/XML pages. Thus, it 

provides a middleware platform integrating the 

desired functionality into the HTML/XML 

documents. 

The design of the proposed HIS involves two stages: 

Physical design and Database design. 

Physical Design 

The physical design is a graphical representation of a 

system showing the system’s internal and external 

entities and the flow of data into and out of these 

entities. An internal entity is an entity within the system 

that transforms data. To represent the physical design of 

the system, we used the use case diagrams. A use case is 

a methodology used to analyze and identify system 

requirements. It shows the interactions between the 

system being design and its users. Use-case diagrams 

present the visualized observable interactions between 

the actors and use cases (the system under 

development). The actors (figure 1) represent the users 

of the proposed system, and the use cases (figure 2) 

depletes the various actions that can be performed by 

the actors. 

A Use-case diagram is useful for getting an overall 

view of the proposed system. Figure 3 shows the use 

case diagram of HIS. The Use cases in figures 4 to 9 

show the roles performed by the various actors of the 

proposed HIS. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1: Actor 

 

 

Figure 2: Use Case 
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Figure 3. Use case diagram of Health Information 

System. 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4: Receptionist’s Roles 
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Figure 6: Doctors’ Roles 
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Figure 7: Lab. Technologist’s Roles 
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Figure 8: Pharmacists’ Roles 
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Figure 5: Nurses’ Roles 
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Figure 9: Patient’s’ Roles 
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Database Design 

Database design involves modeling all the tables or 

entities and their relationship for the HIS's successful 

design and implementation. The Entity-Relationship 

(ERD) graphical representation that shows the 

relationship between the entities and attributes for the 

proposed database design is shown in figure 10 

. 

 

 
 

Figure 10: The Entity-Relationship Database of the Proposed HIS 

 

HIS Proposed Security Design 

The security design of the proposed HIS is shown in 

figure 11. All traffic access to the HIS passes through 

the firewall. The firewall module is configured to 

prevent illegitimate traffic (packets) from passing 

through the internet into the HIS. Legitimate traffics 

requests are allowed to pass through the firewall into the 

Intrusion Detection System (IDS). The IDS checks the 

traffics for intrusive packets. Intrusive packets are 

prevented from accessing the HIS. The IDS will track 

down a legitimate masqueraded packet that maneuvers 

itself through the firewall. The IDS enforces the 

availability, integrity, and confidentiality of the HIS. 

Every access into the network server is subjected to the 

authentication and access control policy of the HIS. 

Access control protects the HIS from unauthorized users 

and gives authenticated and authorized users access 

based on their user types; six categories of user types are 

implemented in this design; doctor type, nurse type, 

receptionist type, pharmacist type, lab technologist type, 

and patient type, the possible allowable roles carried out 

by each of these user types are described in figures 4 to 

9. 

 

 

 

 

 

 

 

 

 

 

International Journal of Scientific & Engineering Research Volume 11, Issue 12, December-2020 
ISSN 2229-5518 1028

IJSER © 2020 
http://www.ijser.org

IJSER



 
Figure 11. The architecture of the Secure Web Base Health Information System. 

 

HIS Implementation 

The web application was developed using the following 

tools: 

1. HyperText Markup Language 5 (HTML5). It is the 

latest version of HTML. It was combined with other 

tools to design the frontend, otherwise called the user 

interface. 

2. Cascading StyleSheet (CSS). It is used to style and 

format the structure and design of the frontend. 

3. Bootstrap. It enhances the system’s responsiveness. 

4. Javascript. It enhances and increases the speed of the 

system. 

5. C# is the programming language of development. 

6. SQL Server is a database management system used to 

store and retrieve data on every request triggered by the 

system's users. 

7. Net Core is used as the framework of deployment in 

this project. 

 
Figure 12. Add New Doctor. 

Figure 12 is a page that allows the chief Doctor or the global admin to add new doctors. 
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Figure 13. View list/add new Nurse (by Doctor). 

Figure 13: This is a page that displays all nurses registered 

on the website. It is only accessible by the global admin and 

the chief Doctor. The Doctor can see all nurses and add new 

Ones to existing ones or create new ones if no nurses exist. 

 
Figure 14. Patients awaiting the Doctor’s appointment/treatment. 

Figure 14 is a page that displays all patients awaiting treatment or appointment. Before a patient can be displayed or added 

to this list, a nurse must have an active account after carrying out some preliminary checkups. The page displays the patients 

based on First-In-First-Out (FIFO). From this page, the Doctor can then attend to a patient, schedule an appointment, prescribe 

drugs, or instantly give treatment. 

 
Figure 15. Doctors’ Dashboard. 

Figure 15: shows the Doctor's dashboard. On this page, the Doctor can summarize the whole system, including the number 
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of new patients, number of all patients, number of patients attended to daily, the last ten patients added to the system. 

 
Figure 16. Central Log in Page. 

 

 

 

Figure 16: is the main login page for every user on the 

system. Once valid login credentials are supplied, the system 

detects the user's role (assigned while added to the system) 

and redirects the user's dashboard based on the role. Returns 

"Invalid username/password" if otherwise. 

 

Conclusion 

We present the design and development of a secured and 

Web-based Health Information System for the Federal 

Polytechnic, (FEDPOLEL) Ile Oluji Nigeria. The drawbacks 

of manually searching for patients' files and their processing 

for medical treatment have been addressed in this work. 

Security and privacy enforcement of patients' confidential 

information against theft, corruption, hostage, and 

unauthorized disclosure are also addressed in this work. 

Multilayers security techniques such as Firewall, IDS, 

authentication, access control, and the regular backup of 

patient's information were implemented in this work. 

Encryption techniques' were employed to enforce 

confidentiality and preservation of the privacy of the patient’s 

records. C# programming language, e and SQL database, was 

used to implement the proposed system. The HIS 

implementation shows efficiency in the storage and retrieval 

of patient records and great improvement in the service 

delivery of the FEDPOLEL clinic. 
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